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Intelligent flow detection in hospital microservices platform security operation and

maintenance management system based on genetic algorithm optimized LightGBM algorithm

ZHUO Yichao, HAO Haibin
Department of Medical Information, the First Affiliated Hospital of Wenzhou Medical University, Wenzhou 325000, China

Abstract: A novel data detection algorithm is proposed to improve the data detection efficiency of the operation and
maintenance management system for the hospital microservices platform. Based on the multiple characteristics of the
platform data, the algorithm constructs the overall framework of the operation and maintenance management system. By
combining the parameter optimization ability of genetic algorithm and the rapid detection ability of LightGBM algorithm, the
effective detection of the flow data in the operation and maintenance management system is realized. The effectiveness of the
model is verified through a control test, and the results show that the proposed method performs the best in intelligent flow
detection, achieving accuracy of 0.981 0, recall rate of 0.68 and F1 value of 0.77 which are all higher than those of the
traditional methods.
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Figure 1 Flowchart of the algorithm implementation
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Table 1 Basic information of the parameters to be optimized

28 ZHEX HfEE
n_estimators Number of boosted trees to fit 100~2 000
learning_rate Boosting learning rate 0.01~0.30
max_depth Maximum tree depth for base learners 2~30
min_child weight ~ Minimum sum of instance weight (hessian) needed in a child (leaf) 0~10
num_leaves Maximum tree leaves for base learners 10~100
random_seed Random number seed 1~10000
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Table 2 Comparison of the results of different algorithms

Bk TR AR F1{H
Decision Tree 09411 0.48 0.46
SVM 0.9506 0.22 0.32
Naive Bayes 0.9525 0.44 0.49
kNN 0.9487 0.41 0.45
XGBoost 0.9525 0.41 0.47
LightGBM 0.9544 0.41 0.48
GA-LightGBM 0.9810 0.68 0.77
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